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€.C. Xuixcnax

MMOHATTSA BIPTY AJTbHUX CJIIIB TA IX SHAYEHHA
¥y ITIPOIIECI PO3CJIAYBAHHA 3JIOYNHIB

ITocranoBka mpo6aemu. ChOTOIHI CYCIiTBCTBO IOCTYIIOBO HEPEXOAUTH HA HOBUH
icTopmuHHUil eTam cBOro po3BUTKY. IIpmckopeni mporecu iH(opmarusamii, Cymiyib-
Ha KOMII'IoTepusalisa, HeoOMe:KeHi MOXKJIMBOCTI Mepei [HTepHeT AKiCHO 3MiHIOIOTH
CYCITiIbHI BIiTHOCWHY, Y TOMY YKCJIi Y chepi BUMHEHHA 3JI0YMHIB Ta iX poscailyBaHHA.

CoIiym miJKOM i IOBHICTIO cTae 3aJeKHUM Bif KOMII'IOTEPHMX TEeXHOJOTiH, AKi
IIEePEHOCATDh YACTHHY CYCIiJILHOTO JKUTTA B HOBY ILIOIIMHY iCHYBaHHSA — BipTyaIbHUM
IIPOCTip, SKUH 3aKOHOMIPHO CTa€ OAHi€I0 3i chep BUMHEHHS KPUMiHATBHUX IIPABOIIOPY-
IIeHb.

HemomaBui KoMmI’oTepHi 3J0YMHM 0COOJIMBO BimoOpasmiau, HACKIIBKHU IepiKaBa
Ta CYCIiJBCTBO 3ajIesKaTh BiJi KOMII'IOTEPHUX TEXHOJIOTil, BTPYUYaHHSI B POOOTY AKUX
IIPHBEJIO JI0 3arpo3u HaIliOHAJNbHil Oes1elri, 300iB ¥ po60OTi eKOHOMiuHOI Ta 0aHKiBCHKOL
CUCTEM, IPU3YIINHEHHA MOBJIEHHSA IPOBiTHUX iH(OPMAIifHIX pPecypciB, HEBUKOHAHHSA
KOHTpareHTaMu CBOiX 30008’ 13aHb TOIIO.

[Tpu npoMy xapakTepHa 0COOJHBICTH BipTYaJbHOTO IIPOCTOPY IOJATAE B TOMY, IO
B3AEMOJIiI0Ui B HBOMY 00’€KTH, AKi 0epPyTh yUacTh y IPOIeci yTBOPEHHSA CJIijliB, HE Ma-
I0Th 30BHIIIHBOI Oy10BHU. Bech apcenasn 3acobiB i MeToniB poboTH 3i ciigamMu, HaKOIHUUe-
HUH TPACOJIOTiEI0, TYT BUABIAECTHCA MAPHUM, YV 3B’ 3Ky 3 UMM e()eKTUBHE PO3CTiTyBaH-
Hs 3JIOYMHIB B YMOBAaX iHTEHCHBHOI'O PO3BUTKY KOMII IOTEDHUX TEXHOJIOTiH moTpebye
JOCJTi/IPKeHHS BipTyaJbHUX CJiiB AK HOBOI KaTeropii KpuMiHaJIiCTUUHOI HAYKH.

Ananis ocranHix gocaimkens i myomikamii. [JocaimkyBaHi#i y miii crarti mpobJe-
MaTHIl, a TaKOXK Ii OKpEMUM IUTAHHAM IIPUCBAYYBAJIM CBOI Ipaii Taki HAYKOBII,
axk B.IO. Ari6anos, B.[I. Bacaii, I'.JI. I'panosceruii, €.I1. Immenko, A.B. Kacarkis,
B.A. Memepsakos, II.B. Mouariu, B.B. Ilonakos, O.A. Camoitnenko, O.B. Cmymkis,
0.0. Cyxkmanos, A.K. IllemeroB Ta immi.

Meroro craTTi € aHAII3 PO3MAITTA HAYKOBUX ITiIXO/iB 10 BUSHAUEHHA KPUMiHAJiC-
TUYHO 3HAUYIOI iH(opMmaIlrii, AKa BUHNKAE BHACTIOK BUNHEHHA 3JIOUMHIB 3a JJOITOMO-
T'OI0 KOMII ' FOTePHUX TeXHOJIOTi 1, TEOpeTUYHE BUSHAUEHHSA IIOHATTS BipTyaJbHUX CIiiB,
JIOCJIiIPKeHHA iX CYTHOCTI Ta 3HAUEHHA Y IIPOILECi PO3CIifyBaHHA KPUMiHAIBHIX IIPABO-
MIOPYIIEHb.

Il focATHEHHSA IIOCTABJIEHOI METH BUSHAUEHO TaKi 3aBAAHHA:

— IOCJiIUTH CydYacHi HAYKOBI MiIX0¥ 0 BUBHAUEHHA KPUMiHAJIICTUYHO 3HAUYIIOI
indopmarii, AKa BUHWKAa€e BHACIIJOK BUNHEHHS 3JI0YNHIB 3a JOIIOMOI0I0 KOMII IOTEPHUX
TeXHOJIOTili;

— BU3HAUUTHU IIEPEeBary Ta HeJOMiKY PiSHOMAHITHUX IIiAXO/AiB 10 BUBHAUEHH CJIifIiB,
AKi BUHUKAIOTH Y IIPOIECi eKCILTyaTarii KoM I0TePHIX TeXHOJIOTIH;

— IIPOaHAai3yBaT! 03HAKY Ta CYTHICHI XapaKTePUCTUKY BipTyaIbHUX CIifiB;

— 0XapaKTepu3yBaTH HASBHI MiAX0au N0 Kaacudikallii BipTyaIbHUX CIiliB;
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— IpoaHaTi3yBaTH 3HAUEHHA BipTyaIbHUX CJIiiB Y IIPOIECi pO3CIiyBaHHA 3JI0UNHIB.

Buknan ocHOBHOTO MaTepiaiy MOCHiIKeHHA. ¥ KPUMIHAIICTUYHIN HAYIl CYyTHICTD
3JI0YNHY IIi3HAETHCS, NMPOSABIAECTHCA 1 JOCTIIKYETHCSI Uepes HOro BimoOpasKeHHS B
00’ eKTUBHIi peasbHOCTI Y BUTJIALI cIifiB. B3aeM03B’ 130K MexaHiaMy 3JI04MHY 3 00CTa-
HOBKOIO H0OT0 BUMHEHHS IPOSBJISETHCA ¥ 3aKOHOMipHOMY BimoOpaskeHHI moaii smoun-
HY B PisHUX BHAAX CJIiJiB, 3yMOBIEHUX HOr0 MeXaHi3MOM, B 00’ €KTUBHil MOKJIHBOCTI
BUKOPHUCTAHHSA TAKUX CJIiIiB i 3araoM CJIiZI0BOI KAPTUHH Y IIPOIieci po3Cc/IiyBaHHA 3JI0-
YWHiB.

BigmoBigHo 10 3araJlbHOIPUAHATAX MOJI0KEHb KPUMiHATICTHYHOI HAYKHU BCi caigu
KPUMiHAIBHUX TPABOMOPYIIEHD MOMUIAIOTHECA HA MaTepiaabHi Ta ifeansHi caigu. Ma-
TepianbHi caigyu — e OyAb-AKi 3MiHE B MaTepianbHill 00CTaHOBII, OB’ A3aHi 3 MOAi€I0
3JIOYUHY, a imeasbHi cIigu — me BimomocTi, AKi BimoOpasuancs B CBiZoMOCTi JOAWHY i
MicTATheA B Ii mam’ATi, TAKOXK OB’ I3aHi 3 TOAi€I0 3JI0UKNHY.

VY 3B’A3KYy i3 MIBUAKUM DPO3BUTKOM CYYaCHUX iHGOPMAIiHHUX TEXHOJOTiH KpUMi-
HaJlicTHyHO 3Hauyima iHdopmallid, moB’s3aHa 31 BUMHEHHSAM 3JOUYMHY, BCe ydacTiine
BUABJIAETHCA HA KOMIT'I0Tepax, nu(ppoBux 3acobax Bifeo- Ta 3ByKo3amucy, GoTosiiom-
KU i MobOisbHOrO 3B’ 3Ky. IIpaBOOXOPOHHI OPraHu CTUKAIOTHCA 3 HOBUM CEPeJOBUIIEM
BioOpasKeHH 3JI0UMHIB — BipTyaJIhbHUM IPOCTOPOM, ITPUBAOINBICTS AKOTO 3yMOBJIEHA
TaKUMU IPUUNHAMY, AK:

1) magnep:kaBHUY 1 memeHTpai30oBaHWM XapakTep Mepe:ki [HTepHeT, BifCyTHiCTH
enuHoi opraxisaiii, AxKa 0¥ MOBHICTIO KOOPAMHYBAJIA i KOHTPOJIOBAJIA HOro (PYyHKIIOHY-
BaHHSA. ¥ OLIBIIOCTI KpaiH cuCTeMa PeryIIOBaHHSA i KOHTPOJIO [HTepHETY 3HAXOAUTHCS
Ha cTajil CTAHOBJIEHHS;

2) TeXHOJIOTiUHA HEe3aXUIIEeHICTh I100aIbHOI Mepe:Ki, AKa BiJ caMoro movYaTKy CTBO-
proBasiacs K BiIKpuTe cepeloBHUINe KOMYHIKaMil focaigHux i BiiCbKOBUX KOMII I0TEp-
HUX II€HTPIB;

3) MOXKJIMBiCTh AaHOHIMHOI AiANBHOCTI B KOMIT IOTEPHUX MepesKaXx, CIIPOIIeHi IpoIle-
IYPU PeecTpallii KOpuCTyBauiB, MPaKTUYHO ITOBHA BiICYTHICTh JOCTOBIpHUX imeHTH(I-
KaTopiB 0cobMCTOCTI i uac poboTu B IHTepHETI iCTOTHO YCKJIAAHIOIOTh BUSIBJIECHHS 0Ci0,
AKi BUMHAIOTH MeperkeBi 3JI0UMHU, 0CO0IUBO TPaHCTPaHUYHi [4].

Y 3B’aA3KYy i3 UM y KpuUMiHAJIiCTUUHIH JiTepaTypi 00roBOPIOETHCA, SKUM TePMiHOM
BapTO MO3HAUUTHY TaKi CJIifH, 110 OB’ A3aHi 3 BUKOPUCTAHHAM KOMII I0TEPHUX Ta MU)-
POBUX TEXHOJIOTiH, Ta AKMM UYMHOM BKJIOUUTH IIi CJAiAM IO HaABHOI KPUMiHATiCTUUIHOL
raacudikarii cirigis 310unny.

ITosuris om0 HeoOXiAHOCTI BUAiIeHHS BipTyalbHUX CJIifiB B OKpeMy I'pyIy Ha Cy-
YaCHOMY eTalli PO3BUTKY IOPUAMYHOI HAYKYW BBa:KAE€THCSA HETPATUIINHOI0. BinbiricTs
aBTOPiB MiIPYYHUKIB i3 KPUMiHATICTUKY He BUCBITJIIOIOTH BKAa3aHUX IHUTAHb y PO3Ji-
Ji «caimo3HaBcTBO» . IIpoTe mocaimKeHHS BipTyadbHUX CJIiiB Mae IIeBHE IPaKTUYHE Ta
HayKOBe HiJTPYHTS, a TOMY IIOBUHHO 3HAWTH CBOE BiJoOpasKeHHS Y HAYKOBUX IpaIdax,
MPUCBAYEHUX IPO0IeMaM MeXaHi3MY CJIiTI0YTBOPeHHA.

HocaimKyoun cIiu 3JI0UYMHIB, BUMHEHUX i3 BUKOPUCTAHHS KOMIT IOTEDHUX TEXHO-
JIOTi#, HAYKOBI[i-KPUMiHAIiCT BUKOPUCTOBYIOTD Pi3Hi MOHATTA, TaKi AK «BipTyaJbHi»,
«1n(POBi», «eIeKTPOHHO-IIN(POBi», «iHGopMaLifiHi», «0iHAPHI», «KOMII'IOTEPHI CJIi-
IU», «CJiau 3ac00iB KOMII I0TEPHOI TeXHIKK» TOIIO.
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Tak, B. MerepaKkoB BUKOPUCTOBY€E Ha3BY «BipTyasbHi CIifu» Ta Po3yMie i HUMUI
0yap-AKy 3MiHY CTaHy aBTOMATM30BaHOI iH(OpPMAIliiHOI cucTeMu, OB’ A3aHY 3 MOIiE0
3JI0YUHY i 3a(iKCcoBaHy y BUIVIALL KOMII’ I0TepHOI iH(opMaIlii Ha MaTepiadbHOMY HOCII,
y TOMY YHCJIi i Ha eJIeKTpoMarHiTHoMy moJri [ 7].

Cxoxoi mosumii forpumyerbes i I'.B. CemeHoB, SKU BBasKae, 110 BipTyaabHi CJIi-
I¥u — Ile KOMIT'IoTepHa iH(opMallia Ha MaTepiadbHUX HOCISX KOMII I0T€PHOI TeXHiKU
(mporpamue 3a6e3nedyeHHs, 3a JOMIOMOTOI0 AKOT0 3iMCHIOEThCS CKAHYBAaHHS, TEKOAY-
BaHH, 3amuc i 30epirauud HeoOXiTHUX JAaHWUX, HiApoOKa JOKYMEHTIB Ta iHImi cymyTHi
3JIOUMHM, TPOAYKTHU 3aCTOCYBAHHA BKA3aHUX CIIENiaJbHUX IIPOTpaM, MOBiIOMJIEHHS
TeJeKoOMyHiKaminanX cepsici (SMS, EMS, MMS), nepconasbHi faHi aboHeHTa i TOMY
moxioue) [1, c. 222].

Oxpewmi Haykosii, Hanpuraag B.H. Yepracos, 3amepeuyoTs TPOTH 3aCTOCYBaHHSA
TepMiHAa «BipTyaJbHI CHiTM», MOTUBYIOUM CBOIO MOBUIIiI0 TUM, III0 MOHATTSA «BipTyaslb-
HU#» € yCTaJeHNM TePMiHOM, III0 3aCTOCOBYETHLCA Y KBAHTOBIH TeOpii oI 114 XapaKTe-
PUCTUKH YaCTUHOK, 10 IepedyBaioTh y MPOMisKHOMY cTaHi ab0 y cTaHi HeBU3HAUEHOCTI
(KoopmmHATH IKUX i caM (PaKT iX iCHYBaHHS Y I[f0 MUTH MOKHA HA3BATH JIUIIIE 3 IIEB-
HOI0 YaCTKOI0 iMOBipHOCTI) [8, ¢. 54]. TobTo 1 mo3uIlisa 00IpyHTOBaHA TUM, 1[0 TEPMiH
«BIPTYaJBHICT» Ta «BipTyaJbHWI» AK HOTO ITOXi/[HA OBHAKA BJKe MA€E BJIACHE CMICJIOBE
HaBaHTAKEHHA, a TOMY BUKOPUCTAHHA MOHATTSA «BipTYaJbHUN» Y KPUMiHAIICTHIII B iH-
IIIOMY 3HAUEHHi CTIOTBOPIOE CYTHICTH OCTAHHBOTO.

He 3amnepeuyioun BKasaHOT0 3HAUEHHS IIHOT'0 TEPMiHY, BaPTO BCe /K BiI3HAYNTH, III0,
Kpim (paxiBriB-(isukiB, 61TBITICTS IO (Y TOMY YKCIIi BUEHUX-KPUMIiHAIICTIB i mpaxK-
TUKIB — IIPAIiBHUKiB IPAaBOOXOPOHHUX OPTaHiB) TEPMiH «BipTyalbHUII» 3aCTOCOBYIOTH i
PO3YMitOTh caMe IT[00 KOMIT F0TePHOTO0, dpoBoro mpoctopy. Came B 1[bOMY PO3YMiHHI
BUKOPUCTOBYETHCSA TEPMiH «BipTyaJbHICTh» Yy 6araThox c)epax Cy4acHOTO :KUTTH.

B.A. Minamr 3anponoHyBaB BUKOPUCTOBYBATHU TePMiH «OiHADHI CIIAN» AK «pPE3yIh-
TATU JIOTIYHUX i MaTeMaTHYHMUX OIepaliil i3 ABIIKOBUM KOJOM», ajie 3aCTOCYBaHH
IIbOTO TepMiHa Oysno KpuTuuno omineno. Tak, M.M. JIuTkin 3asHauus, 1m0 «3MiHU B
KOMII’FOTepHi# iH(opmaIrii, 1110 € caifamMu 3JI0UNHY, IePeBaKHO JOCTYIIHI CIPUAHATTIO
He Y BUTVIAAL ABIHKOBUX KOfiB (1170 i € GiHApHUM CJIiZoM), a B TePeTBOPEHOMY BUTJIAL
(samucu y daiiai peectpy, 3MiHa aTpudyTa Gaiay, eTeKTPOHHE IOIITOBE OB JOMICHHS)
[5,c. 11].

ITizmimre M.M. JIuTKiH 3amIpomoHyBaB CBiil BIaCHM TepMiH « KOMII I0TEPHO-TeXHiuHi
cimu», ame BiH sanuiuBces 6e3 0c061MBOI yBaru 3 60Ky HAYKOBOI CILIBHOTH, OCKLTbKY
I KaTeropis cIifiiB MosKe 3aININATHCS He TLIBKY B KOMII' FIOTEPHUX, aJie i B iHIux mud-
POBUX TPUCTPOAX (Y MOOLIEHUX TemedoHax, Tu(POBUX GOTO- i BileokaMmepax TOII0).

Il mosHauYeHHS HETPAAUIiNHOI KaTeropii ciifiB, moB’dA3aHol 31 BUMHEHHAM B3JI0-
YuHIB i3 3aCTOCYBaHHA KOMII IOTepPHUX TexHosoriit, M.M. Memxera s3ampoImoHyBaB
3aCTOCYBAaHHS Kareropii «ciuigm 3aco0iB KoMm’'roTepHOI TeXHiIKM» Ta BU3HAUaB IX SK
Oyab-AKi 3MiHM cepeqoBUINA, SKi 3yMOBJIEHI PoOOTO0 IKUX 3ac00iB, 1[0 BUHUKJIA B pe-
3YJIbTATI BUNHEHHA Y I[bOMY CEPeIOBUII KOMI I0TEPHOTO 3JI0UMHY (PO3APYKiBKa TeK-
cTy, rpagiuHoro MagoHKa abo cXeMu, KOMIAKT-IKUCK 3 in(opMaliiero, BipTyaabHui 00-
pas, inopmaris B pafioxBui, B iHppauepBOHOMY IPOMEHI, VABHM 00pa3 300pasKeHHs
roro [3, ¢. 265].
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10.B. T'aBpui IpomnoHyBaB BUKOPHUCTOBYBATH HA3BY «iH(popMalliiiui cigm» y 38’ 13-
Ky 3 TUM, 110 BOHU «yTBOPIOIOTHCS B PE3YJIbTATI BILINBY HA KOMII I0TEPHY iH(opMAaIlioo
IIJISXOM JOCTYIY N0 Hei i aBiIA0Th c000i0 Oyab-aKi 3MiHKM KoM loTepHOi iHdopmairii,
OB’ 13aHi 3 MO/Ii€10 3JI0UMHY », ¥ 3B’ A3KY 13 3aCTOCYBaHHAM iH(GOPMAIi THIX TeXHOIOTi i
[3, c. 265].

B.[I. Bacait Ta C.B. ToMuH KOHCTATyIOTh, 1110, He3BaKalUM Ha MeBHI pos30iKHOCTI
y MOTJIAAAX Pi3HMX HAYKOBI[IB II[0J0 MOHATTS BipTyalbHUX CIiLiB, OiIBIIICTL PO3IJIA-
IAIOTh iX K PesyJbTaT BILIUBY (3HUINEHHS, MOAM(IKaIlii, KomioBaHHA, 0JIOKYBAHHS)
Ha KOMII'I0TepHY iH(OopMAIliio MIJIAX0M AOCTYIY [0 Hei, 110 BUABJIAECTHCI Y OYAb-IKUX
3MiHax KoM roTepHOi iH(opmarii, mos’as3anux i3 mogieto smoumny. [lepexycim BoHI
3aJIMIIAIOTHCA Ha MAIIMHHUX Hocigx iHdopmarii i BimoOpaskaioTs 3MiHN B iH(opmairii,
110 36epiraeThed B Hux. MoBa fife mpo caigu moguikarii impopmairii, o MicTuTbes Ha
JKOPCTKUX JUCKAX, JUCKEeTaX Ta iHIINX MaTepiaJbHUX HOCIIX.

Kpim Toro, 11i HOCii MOKYTH MicTuTH CJtiu 3HUIIEHHS i Mogudikarii indopmarii. ITi
CJIiIM MOKYTb OyTM BUABJIEH] Il Yac BUBYEHHS KOMII FOTEPHOTO 00JafHAHHA, poO0UnX
3QIIMCiB IPOrpaMicTis, MPOTOKOJIIB POOOTH AHTUBIPYCHUX IIPOrPaM, IIPOrPaMHOro 3a0es-
MeYeHHd TOoIo. TaKuM YHMHOM, BipTyasbHi CJIiK TepeBaKHO € Pe3yIbTaToOM BUMHEHHS
3JI0UMHIB y cdepi iHpopmanitHux, TeTeKOMYHIKainHUX TexHoJoriH [1, ¢. 221].

B ocuoBi MexaHidaMy (DopMyBaHHS BipTyaJIbHUX CJIiJiB JIEKUTH CHeIU(piuHe eIeK-
TPOHHO-IM(POBE BifoOpPaKeHHsd, 1110 BiZ0yBaeThCd y IITYYHO CTBOPEHOMY CepemIOBHII
(AK paBWJIO, KOMII IOTepHiit cucteMi). ¥ 3B’A3KY i3 UM AKicTh (XapaKTepUCTHKA) Bi-
IOOpasKeHHS 3aJI€KUTD Bl 0COOIMBOCTEH ITUX IITYYHUX CEPENOBUII, AKi BUSHAUAIOThH
«KpUMiHaNICTUUHY €EMHICTh» (00CAT 0ZlePKYBAHUX KPUMiHATICTMYHO 3HAUYIIIAX O3HAK,
AKi B IOJAJIBIIOMY MOKYTE OyTH ITOB’ A3aHi 3 KpUMiHAIBHO PeJIeBAHTHOO iH(pOpMAaIieio)
YTBOPIOBAHUX CJIimiB [7].

ITix yac (hopmyBaHHA BipTyaJbHUX CHifiB HA MaTepiaJbHOMY HOCii (iKCcyIOThCA HE
BJIACHI BJIACTMBOCTI (XapaKTepPUCTUKM) CIIOCTEPeKYBaHOT0 (hisuyHOro mpoiiecy (3o6pa-
JKeHHS, 3BYKY TOII0), a JuIe Iu(poBi 3HAUEHHA ITapamMeTpiB 1u(poBoi mporpamu (Mo-
neni), IoOKJIageHoi B OCHOBY TeXHIUHOT0 IIPUCTPOIO.

3adikcoBanuil Ha MU(PPOBOMY HOCII BipTyaabHUM CIi ABJIAE 0000 CKIATHY iH(pOP-
MAIlifiHy CTPYKTYPY, B AKill OPAL 31 3HAUYII[0I0 KPUMiHATLHO-PEJIeBAHTHO iH(popMa-
I[i€10 MiCTUTLCA 3HAUHNI 00CAT JOMOMIMKHUX JAaHUX, IO BiATIOBiAI0TH 3a ILIiCHICTS 1
JOCTYIIHICTh KOMII I0TepHOI iH(opMaIii BipTyaabHOTO CIigy.

Bipryanbuuii ciig me Mae pisuyno 1misicHOI cTpyKTYypHu. Bil MoiKe CKIamaTucs 3 Be-
JIMKOI KiIBKOCTI OKpeMuXx iHQOpMaIliiHNX eJIeMeHTiB, AKi MOXKYTb OyTH 3alIiCaHi AK Ha
OTHOMY, TaK i Ha IeKLIbKOX (Pi3sMUYHUX HOCigX MudpoBoi iH(GopMaii, migKIoUeHnX K
JI0 OTHOT'O, TaK i 10 [eKiJbKOX KOMII'I0TePiB, 00’ eJHAHNX B 00UMCIIOBAIBHY MEPEKY.

IIpm 1iboMy CTPYKTYpa 0fePKYBAHOTO B KOKHY KOHKPETHY MUTH BipTYaJIbHOTO CIIi Ty
3aJIeKUTh AK Bil TeXHIYHMX 0COOJUBOCTEH MPUCTPOIO, 1IT0 PEECTPye (BUKOPUCTOBYBA-
HUI MiKpOIpoIiecoOpHUii Habip, BUA onepaniiinoi cucremu, Buf (GaitaoBoi cucremu mud-
POBOTO HOCiA iH(opMAITii TOII10), TaK i BijJ 1OT0 IIOTOYHOTO CTAHY.

Orike, OgHICIO 13 IPUHITUIOBUX OCOOJIUBOCTEH BipTyaabHUX CIifiB, 1[0 ZJOKOPiHHO
BifpisHAIOTH IX Bif TpaguIifHNX MaTepiaJbHUX CIifiB, € iX 0araTOKOMIIOHEHTHMI Xa-
pakrep. OMHOUHNMY BipTyaabHUY CJIif, 110 Hece iH(opMaIiio mpo 0yab-aKy KpUMiHATb-
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HY TIOJi10 3JI0UMHY, 000B’ 13KO0BO CKJIAIAETHCS 3 HUBKY B3A€EMOIIOB’ I3aHUX 34 0COOJTMBUM
TIPaBUJIOM YaCTHH.

Tak, y mporeci eneKTpOHHO-IIM(PPOBOTO BifoOpasKeHHA MexaHisM (hopMyBaHHS
BipTyaspHOro gy Oyme mictuTu B co0i B OCHOBHI I'pynu KOMIIOHEHTIB, TaKi AK Mi-
SAJBHICTh aKTUBHUX CYTHOCTEH (TPACcOJIOTIUHUN aHAJOT CJIiJOyTBOPIOIOUUX 00’ €KTIB) —
JIOIUHY a00 00YMCII0BAIBHOIO MPOIieCy, i MporpaMHO-aIapaTHOTO cepefoBUIna. 3 BU-
II[eHaBeIeHOTO BUILIMBAE, IO HOBi iH(hopMalifiHi TexHOJOTil YCKIaJHUIN HE TiIbKU
CJIiTOBY KapTUHY CKOEHOTI'0, aJie i TaKi MOHATTH, AK MicIle i Yac CKOEHHA KPUMiHAIbHIX
IIPaBOIMOPYIIIeHb, a TAKOK KOJIO IPEIMETIiB i JOKYMEHTIB, AKi MOXKYTh CAYTYBaTU PEUO-
BUMU J0OKa3aMU.

Orike, BipTyasIbHi CJIiu XapaKTePU3YIOTHCA TAKUMHU 03HAKAMU:

— icHYIOTH Ha MaTepiaJlbHOMY HOCii, aje HegoOCTyIHI 1A 0e3mocepeIHbOTO CIIPUI-
HATTS;

— He MAIOTh (Pi3WYHO MiTiCHOI CTPYKTYPH (BipTYaJbHUI CJIi/T MOXKE CKIATATUCS 3 Be-
JINKOI KiJBKOCTi OKpeMux iH(popMaIlifiHuX eJIeMeHTiB, AKi MOKYTb OyTH 3alucaHi SK Ha
OHOMY, TaK i Ha IeKiIbKOX (GisnuHMX HOCiAX 1u(poBoi in(opmarrii);

— MaioTh cenu(piuHnE MeXaHi3M CJIiJOyTBOPEeHHS;

— MaiTh 0araTOKOMIOHEHTHWH XapaKTep, CKJIAAHYy iH(GopMamiiiHy CTPYKTYypy, B
AKif TMOpAxR 31 3HAUYINOK KPUMiHAJBHO-PEIEBAHTHOIO iH(OpPMAIli€l0 MiCTUThCSA 3HA-
YHAH 00CAT JOMOMIMKHNX JAHNX, III0 BiAIOBiJAI0Th 34 ILIiCHICTD i JOCTYIHICTD KOMII 10-
TepHOoi iH(opMaIrii BipTyasbHOTO CIiLY;

— BUJIYYEHHA BiPTYaJbHUX CJIi/IiB MOXKJIVBE JIUIIE 3a JOTIOMOTOI0 CIEIiaJbHUX IPO-
I'PaMHO-TEXHIUHNX 3aC00iB;

— MaloTh HecTablIbHI XapaKTep, He MAIOTh MiIHOTO 3B’ A3KY i3 3amucyounm iHdop-
MAIIiio IPUCTPOEM, a TAKOK JIETKO MiIIal0ThCA 3HUIIEHHIO.

OxpeMi cyTHiCHI XapaKTepUCTUKHU BipTyaJIbHUX CJIiTiB MOMKJINBO Mi3HATH uepes ix
rkaacudiraiiro. Tak, BracHy Kiaacudikailiio BipTyaabHUX CJIifiB 3ampomonysas A. Bo-
JIEBOJI3, AKMI AK mifcTaBy Kiaacupikairii oOpas (Gisuunmii HOCIH «BipTyaIBHOrO CIiTY>».

Ha miit migcraBi BiH BHOKpemJstoe 1) ciigm Ha KOpPCTKOMY AuCKy (BiHuectepi);
2) cnigm Ha MarHiTHIN cTpiuni (crpumepu), ontuunomy nucky (CD, DVD); 3) caigu B
olepaTUBHUX 3anaM’ AToByouuX npuctpoax (03Y) EOM; 4) cainu 8 O3V nepudepiitaux
IPHUCTPOIB (JIa3epHOT0 IPUHTEPA, HAIPHUKJIaL); ) caigu B 03V KoMII’ I0TePHUX IIPHUCTPO-
iB 3B’A3KY 1 Mepe:KeBUX NMPUCTPOIB; 6) caifu y MpOBiAHUX, PAiOONTUYHUX Ta iHITUX
eJeKTPOMATHITHUX CUCTeMaX i Mepe:Kkax 3B 3Ky .

A. CemenoB nomoBHUB KJaacuikaiio BipTyaJabHUX CJIifiB, HigposgiiusIing ix 3a
MicileM 3HaXOMKeHHd Ha ABi rpymu: 1) caigm Ha KOMII'I0Tepi 3JI0UMHIA; 2) CAigu Ha
KoMIT’'1oTepi :KepTBu. Ha Komm’rorepi sKepTBu Iie a) TaOMWIlA PO3IIUPEHHSA (ailiiB
(FAT, NTFS a6o inina 3aje:xH0 Bif THUIY OlepaIlifiHol cucreMmu); 0) CHCTEMHHII PEECTP
oTeparlifiHoi cucTeMu; B) OKpeMi KJacTepyu MarHITHOTO Hocisa iHdopmarii (BiHuectepa,
JIVICKeTH), B AKUX 3aNUCYIOThCA ()ParMeHTN BUKOHYBAHUX (haiiyiB (mporpam) i daiiris
KOoH(iryparii; r) daitau i KaTasoru (manku) 30epiraHHsA BXiTHUX TOBiJOMJIEHD €JIEKTPO-
HHOI TIOII'TY i MPUKPIMJIEHNX BUKOHYBaHUX (PaiiTiB, KoH(Irypaii momrosoi mporpamu;
I) daitiu KoH(Iirypamii mporpaM BigmaneHoro 3’e[HAHHA KOMI'I0oTepa 3 iH(opmariii-
HOI0 Mepeskeio [8, c. 56].
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JI. KpacHoBa 3anpononysaa Kaacu(GikyBaTu BipTyaabHi caifu 3a MeXaHi3MOM CJIi-
JOYTBOPEHHSA Ha mepBuHHI 1 BropuuHi. [lepBunHi crigm € Hacaigkom 6e3mocepeHBOTO
BILIMBY KOPHCTYBaua 3 BUKOPUCTAHHAM OyIb-AK0l iH(opMaIlliiiHoi TexHoJorii, a BTO-
PUHHI — HACJiIKOM BIIUBY TeXHOJOTIUHUX TpoleciB 0e3 yuacTi moguHu i mosa ii 6a-
JKAHHAM.

HocmimpKyoun 3HaYeHHSA BipTyaJIbHUX CJiIiB y MPOIeci PO3CIiAYBaHHSA BJIOUMHIB,
repeayciM BapTo MigKPECIUTH, IO BipTyaJdbHUR CJIiJ € CHiOM Y KPUMiHAIICTHUHOMY
cenci, To0TO MOKe HAaJaTH TaKy K KPUMiHAMICTMYHO 3HAUYINY iH(opMaIio, IK i Tpa-
IUITifiHI MaTepianbHi Ta imeanbHi caigu. Ha migcrasi BipTyaabHUX CJIiiB MOXKJIMBO IIi-
3HATH 00’€KTUBHY CTOPOHY KPUMiHATBHOTO IPABOMOPYIIIEHH, KOMIH, [e i AK came OB
BUMHEHUN 3JIOUMH, 3a JOIIOMOTOI0 AKUX 3HAPAAb Ta 3aco0iB, ZOCAITUTH CY0’€KTUBHY
CTOPOHY IIPABOMOPYIIEHH, I[1Th TA MOTUBY 3JIOUMHIIA, BCTAHOBUTH HOTO (piswuHe mic-
e3HAXOMKeHHA.

Bogrouac, okpiM BCTaHOBJIEHHS eJIEMEHTIB CKJIAy KPUMiHAJBHOTO IIPABOTIOPYIIIEH-
HA Ta KPUMiHAJNICTUUYHOI XapaKTepUCTUKM 3JOUYMHY, Ha IiJCTaBi BipTyaJlbHUX CIiTiB
MOJKJINBO BCTAHOBJIIOBATH OOCTaBUHU, AKi He Oyiu Oe3mocepeHbo OB’ A3aHi 3 MOLi€0
3JIOUMHY, aJie MaloTh 3HAUEHHS Y IpoIleci #oro po3kpuTTsa. Hampukiazm, 3a JoImoMorowo
BipTyaIbHUX CJiZIiB BCTAHOBIIOIOTHCA IICUXOJIOTIUHI pUCH 3JI0YMHIIA, HOTO iHTEepecH Ta
ynonobaHHsA, MicIle3HaX0/»KeHH y IeBHUI Yyac, MaliHOBe CTAHOBHUIIIE TOIIIO.

Bapro BusHaTH, 1170 BipTyaJIbHUN IPOCTIP € CKIAAHUM iH(QOPMAiHUM KOHTJIOMEDPA-
TOM, V¥ MeXKaxX AKOro icHye 0e3.1iu BipTyaJbHUX CIifiB, AKi MOXKYTb Ta MAIOTh OYTH BUKO-
PHUCTaHi y IpoIeci pO3KPUTTS 3JIOUNHIB. A TOMY OZHUM 3 aKTYaJIbHUX 3aBIAHb CyYaCHOL
KPUMiHATICTHKY € CTBOPEHHS MeXaHi3MiB IOIIYKY TAKKX BipTyaJbHUX CJIifiB, CIIOCOOiB
iX BUJIYUEHHS, IPABUJI TOBOJKEHHS 3 HUMU Ta iX TOCTiIKeHHS IJIA TOCATHeHHSA Iiael
PO3CIIiIyBaHHSA 3JI0UMHIB.

BucnoBku. Tpanuiiiiai BUeHHS PO KPUMiHATICTUYHI CJIiIY BiKe He OXOILTIOIOTH BCiX
MIPOSIBiB 3JIOUMHHOCTI B 06’ €KTUBHIH peanbHocTi. CTPiMKi mpoliec HAYKOBO-TeXHIUHOTO
PO3BUTKY, fAKi AKiCHO 3MiHIOIOTH CHCTEMY CYCIiIBHUX BiHOCWH, 3HAWIILIN CBOE Bif0-
OpaskeHHS y pisHOMaHITHHX (opMax 3J0YMHHOCTI i MeTomax 60poThdu 3 Hero. Bipry-
aJlbHA PEeaNbHICTh, CTAIOUM YACTUHOIO CYCIILIBHOTO JKUTTSA, 3aKOHOMIPHO CTa€ i chepoio
3mificCHeHHS KPUMiHAJIbHUX ITPABOIOPYIIEeHb, B MeKax AKOI BUHMKAIOTH SKiCHO HOBL
TUTA CJiJiB — BipTyaabHi.

Bipryanbsi caigu — 1me 0yab-aKi sMinu KoM oTepHoi iHdopmairii, mos’g3ami 3 mo-
nieo 3mounHy, 3adgikcoBaHi Ha MaTepiaJbHUX HOCIAX KOMII I0TEpHOI TexXHiKM. BoHU He
HaJIeXXaTh 0 MaTepiaJbHUX CIiIiB, aJ/Ke He MAaOTh (Pi3sUUHUX BJIACTUBOCTEH, Ta HE 0X0-
ILTIOIOTHCS MOHATTAM ileaJbHUX CJIifiB, af:Ke BOHU iCHYIOTh He V CBiOMOCTI JIIOAWHY,
a Ha IeBHUX MaTepiaJbHUX HOCifAX, AKi MOKHA HOCTIIUTHU 3a JOIMOMOTIOI0 CIIeIiaIbHIX
MIPOTPaMHO-TeXHIUHUX KOMILJIEKCiB.

CyTHiCTB BipTyalbHUX CJIiJiB IPOABIIETHCI V IX XapaKTepPHUX 03HAKAX, TAKUX SK
BigcyTHiCTb hisWUHO MiMiCHOI CTPYKTYPH; 3B’ A30K i3 MaTepialbHUM HOCieM; crerudiu-
HUI MeXaHi3M CJIiIOyTBOPEHHS; BOHU MaiOTh 6araTOKOMIIOHEHTHUI XapaKTep, CKJIaj-
HY iH(OpPMAIifTHY CTPYKTYPY, B AKiN mOPAJ 31 3HAUYIIOI0 KPUMiHAJIBHO-PEJIEBAHTHOIO
inGopmamicio MicTUTbCS 3HAUHME 00CAT JONOMIKHMX JAaHUX, IO BiAIIOBiZaioTh 34 IIi-
JicHICTB i JOCTYyIHICTS KOMIT F0TepHOI iHGopMaIlii BipTyaabHOTO CIiy; BUIYIeHHS Bip-
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TYaJIbHUX CJiLiB MOJKJIWBE JIUIIE 3a AOIOMOIOI0 CIeIliaJlbHUX IPOTPAMHO-TeXHIUHUX
3ac00iB; BOHE MAIOTh HeCTAOLIbHUI XapaKkTep, He MAl0Th MiI[HOTO 3B I3KY i3 3almcyio-
yuM iH(pOpPMAIlilo IPUCTPOEM, & TAKOK JIETKO MiATAI0ThCA 3HUIIEHHIO.

3 oIy Ha CYIILIBHY iHTETPaIiio CyCIiIbHOTO JKUTTA Y BipTyaJbHU TPOCTip BOaUa-
€ThCA, 110 BipTyaJIbHI CJIiIM 3 YacOM 3MiHATh TPAAUIliiiHEe BUCHHSA PO KPUMiHATiCTHUHE
caigosuaBcTBo. [locTynoBO BipTyaibHi CIiM CTAIOTH TOJIOBHUM [I3KEPEJIOM KPUMiHaJiC-
TUYHO 3HAUYIOi iH(popmalii, AKa cTOCYeEThCA He TiMbKM KPUMiHAJIBLHUX IIPABOIOPY-
IIIeHb, 1[0 BUMNHAIOTHCA 32 JOIOMOT0I0 KOMII IOTEPHUX TEXHOJIOTiH, are i Tpagumiiamux
3JIOUMHIB, ¥ IPOIECi pO3CIiAyBaHHA AKUX 3a JOIIOMOTOIO CJIiIiB y BipTyaJIbHOMY IIPOCTO-
Pi BCTAHOBJIIOIOTHCA 00CTABUHY KPUMiHAJBLHOI IO,

IlepcnekTrBaMu MOAAJBIINX HOCTIIKEHD YV I[bOMY HAIIPAMI € ZOCTiJKeHHA KPUMi-
HaJIiICTUYHUX METOJIB BUABJEHHSA, (DiKcarii, 30epeKeHHA Ta BUJIYUEHHS BipTyaJbHUX
CIigiB, cIIoco0iB aHANi3Y Ta HOCTiIKEeHHSA TaKUX CJIifiB, a TAKOX IOJAJbIIe VIOCKOHA-
JIEHHA OKPEMUX METO/O0JIOTii POSKPUTTA KPUMiHAIBHNUX IIPABOTIOPYINEHb Y PO3pisi cTa-
HOBJIEHHSA BipTYaJbHOTO CJIiZy K CAMOCTiAHOIO eJleMeHTa KPUMiHAJiCTHYHOI XapaKTe-
PUCTUKY 3JIOUMHIB.
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Amnoranig

Xusxenarx €. C. IloHaTTs BipTyaJdpHHMX CIiiB Ta IX 3HaYeHHS y MpPOILECi PO3CIiTyBaHHSA 3JI0YMHIB. —
CrarTra.

¥ crarTi gocimiKeHo po3MaiTTa HAYKOBUX IMiAXO0/iB 0 BUSHAUEHHS KPUMiHAMICTHUHO 3HAUYIIOl iH(OD-
Marii, AKa BUHUKA€E BHACIIOK YIMHEHHS 3JIOUMHIB 3a JOIOMOTO0 KOMII IOTePHUX TeXHOJIOTi!, TeOPeTHYHE
BUBHAUEHHA IOHATTA BipTyalIbHUX CJIiJiB; JOCHI[MKEHO IX 03HAKHU Ta CYTHICHI XapaKTePUCTUKM, Kaacudika-
Iif0 BipTyaJbHUX CJIiZiB, & TAKOK IX 3HAUEHHA y IPOIleci po3ciifyBaHHA KPUMiHATBHIX IIPABOIIOPYIIEHb.

Knwouyosi cnosa: BipTyanbHUR Cif, 03HAKH BipTyalbHUX CHifiB, Kaacudikailia craigis, BipryambHuit
IIPOCTip, TPACoJIOrid, CIIif0BHABCTBO.

Annoranusa

Xuosenax E. C. IloHaTHe BUPTYaJbHBIX CJIE0OB M MX 3HAUYeHHe B IPOLECCEe PACCIeTOBAHUA
npecrymiennii. — CraTba.

B craTbe nccieoBaHo MHOr0o0pasye HaAyYHbIX MOJXOAO0B K OIPeJeIeHNI0 KDHMIHATACTHYECKY 3HAUL-
Mo mH(pOPMAIK, KOTOPasd BOSHIKAET BCIEACTBYE COBEPIIEHN IPECTYIIEHNH ¢ TOMOI[HI0 KOMIIBIOTEPHBIX
TEXHOJIOTHH, TEOPETHYECKOe OIpeleeHre NOHATUSA BUPTYAJIbHBIX CJIE/I0B; UCCIENOBAHBI UX IIPUBHAKU U
CYIIHOCTHBIE XapaKTePUCTUKH, KIacCu(pHUKAIUA BUPTYAJIbHBIX CJIE/0B, 8 TaKKe UX 3HAUeHUe B IIpolecce
pacciejoBaHKiA YrOJIOBHBIX IPABOHAPYIIIEHUI.

Eaiouesvle cio6a: BUPTYaTIbHBIH Clef, IPUSHAKY BUPTYANIbHbIX CJI€L0B, KJIACCU(PUKALU CIeS0B, BUPTY-
aJIbHOE IIPOCTPAHCTBO, TPACOJIOTUA, U3YUeHNUE CIeS0B.

Summary

Khyzhniak Ye. S. The concept of virtual traces and their significance in the process of investigating
the crimes. — Article.

The article studies the diversity of scientific approaches to the definition of forensic information,
which arises from the commission of crimes connected with using computer technology, the theoretical
definition of the concept of virtual tracks, explored their features and essential characteristics, the classi-
fication of virtual tracks and their significance in the process of criminal offenses investigation.

Key words: virtual track, features of virtual tracks, classification of tracks, virtual space, research of
traces.



